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ABSTRACT

Whenever a flight control team is faced with an
anomaly they need to understand what its effects are
and try to identify its cause. Understanding the effects
may lead to actions to minimize them; understanding
the cause allows in some cases to avoid it from
happening again in the future.

The anomaly investigation current approach is based on
the knowledge, experience and intuition from engineers.
They hypothesise which parameters could be involved
in the anomaly and then perform the analysis to prove or
discard their hypothesis.

DrMUST’s approach consists of automatically finding
the involved parameters for the engineer, even those
that had not yet been considered. It uses speech
recognition techniques to identify nominal anomalies
and a novel approach to perform correlation analysis
based on statistical features. DrMUST can be used not
only to support anomaly investigation but also in
performing characterizations, model tuning and finding
similar patterns in telemetry.

This paper describes what DrMUST is, how it works
and its evaluation with Venus Express in three different
scenarios. Finally, the flight control team provides its
operational assessment.

1. INTRODUCTION

Anomaly investigation is part of the routine diagnostic
task of flight control engineers. When an anomaly is
detected (e.g. when a particular parameter crosses a
noticeable threshold), it is common practice to search
along the telemetry history for similar behavioural
patterns in order to characterize the anomaly. By
analyzing the time periods when the anomaly happened
in the past, we may be able to identify its causes and
eventually prevent it from happening again in the future.

The anomaly investigation process can be very labour
intensive: many different parameters need to be
analysed to identify possible correlations with the
observed anomaly. DrMUST is an ESA's Advanced
Mission Concepts and Technologies Office initiative,

based on an idea and need presented by the Venus
Express Flight Control team, to support ESA operations
engineers in general by reducing the time and resources
needed for anomaly investigation.

Although DrMUST has been designed with the goal of
supporting anomaly investigation; it can also be used to
perform system or subsystem characterization. This
process helps engineers in identifying potential areas of
concern when operating the spacecraft in different
modes.

The rest of the paper is organized as follows: section 2
provides with a literature review, section 3 states what
DrMUST does and how it is intended to be used, section
4 describes how DrMUST work, section 5 discusses
implementations details, section 6 is devoted to evaluate
DrMUST in three different cases using Venus Express,
section 7 consists on Venus Express Flight Control
Team operational assessment, section 8 concludes with
ideas for future DrMUST extensions.

2. BACKGROUND AND RELATED WORK

Upon development of the idea for this new project for
aiding anomaly analysis, we realised that two
components would be required: the ability to find
similar events that had happened in the past and the
ability to find which parameters may be involved in the
anomaly.

For the case of finding similar events, it is common to
compare sequences with each other using distance
measures such as Euclidean distance to determine
similarity. These approaches use a sliding window to
index the data and then compute the similarity of the
created sequences against the original to find the most
similar or dissimilar [6]. E. Keogh et al. [7] has
developed at technique called SAX that makes this
search particularly efficient.

However, the pattern matching algorithm that we
needed could not be based on Euclidean distance as the
patterns are seldom identical. In the telemetry data we
are analysing, we should allow for small misalignments
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in time and value. The same problem is solved by the
speech recognition community [3, 4] by using a
technique called Dynamic Time Warping (DTW). E.
Keogh [5] provides an efficient way to perform DTW
matches and also provides with an exact indexing
approach. In this work, DTW is described as a more
robust approach to measuring distance (difference)
between time series as it allows for sequences that are
not aligned in time to be considered as similar. This is
the distance measure we use to rank sub-sequences in
the data as being similar to a given pattern.

While there are other approaches matching our work
more exactly [8], they did not meet our needs as they
required increased complexity, for example producing
an index of the time series before search [9]. As we
expect to have different time periods lengths and
parameters for each query, creating the index would not
save time in this case.

There is also widely published work for anomaly
detection in a number of different applications, for
example in [6]. The approaches that are usually used for
anomaly detection in a time series assumes that you are
looking for the most unusual sequence to appear over a
period of time. The user defined anomalies we would be
working with do not necessarily conform to this
definition so we had to return the anomaly matches in a
different way.

Regarding the cases of finding the parameters that may
be involved in the anomaly, we did not find in the
literature an approach that would provide a simple yet
systematic and efficient mechanism to suggest these
correlations that would be robust enough to work for the
many different parameters involved.

3. WHAT IS DRMUST?

DrMUST is a set of techniques implemented in a
computer prototype that allows engineers to efficiently:
e find similar patterns in a given telemetry
parameter from a large time period (in the order
of years)
o find the telemetry parameters that are involved in
a relevant time period (e.g. anomaly) from a
large number of parameters (in the order of
thousands)

The work-flow is the following:

1. The user defines a time period for a given
parameter that signals a behaviour to be
investigated, e.g. an anomaly period (A in Fig. 1)

2. DrMUST finds other occurrences of the same
parameter with a similar pattern (B in Fig. 1).

3. DrMUST performs correlation analysis by
finding parameters that behave consistently in

the anomaly periods (defined by A and B) and
differently in nominal periods.

4. DrMUST provides the user with the list of
parameters that are potentially involved in the
anomaly.

5. The wuser evaluates the results, discarding
irrelevant correlations (e.g. coincidental) and
classifying the remaining correlations (e.g. cause,
effect, knock-on effect).
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Figure 1. DrMUST can find similar anomalies for a
given parameter behaviour and find other parameters
involved in the anomaly

There are occasions where users can go directly to step
3 of this work flow:

e When investigating a known recurrent anomaly.
In this case the anomaly and nominal periods are
known.

e When performing characterization. Users know
the time periods they want to characterize (used
as anomaly periods) in contrast to other periods
(used as nominal periods).

DrMUST (pronounced 'Doctor MUST') is named after
MUST, the Mission Utilities & Support Tools. MUST
[1, 2] is a collection of tools that support the analysis,
visualization, exploration and exportation of telemetry
and ancillary mission data. DrMUST uses MUST as
data provider.

4. HOW DRMUST WORKS?
4.1. Finding similar periods

Anomalies are commonly referred to as deviation from
expected behaviour. They are usually recognised by the
Flight Control Team because the behaviour of certain
parameter(s) is not one that is expected. For example,
the anomaly is found from an out-of-limits check or
from recognizing a different shape in the parameter time
series.

We can classify anomalies as first-time anomalies or
recurrent anomalies. We refer to recurrent anomalies as
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those where we identified similar occurrences in the
past and first-time anomalies as those without previous
occurrences. In some cases, however, first-time
anomalous behaviours did indeed happen more times in
the past. They can pass unnoticed due to a number of
reasons, such as not exceeding any out-of-limits.

DrMUST provides the capability of searching for
patterns (time series behaviour characterised by a shape)
in a given parameter over a large amount of time. It
allows us to answer the questions: "Is it really the first
time that this anomaly happened since the beginning of
mission?”, "Do we know all the occurrences of a
recurrent anomaly?” It finds all time periods for a given
parameter where the pattern is similar to the one
specified.

It is difficult to find similar behaviours in a given time
series since periods that engineers would recognize as
having the same shape, in reality have misalignments in
time and can have different scale. In order to cope with
the uncertain nature of similar shapes, DrMUST uses
Dynamic Time Wrapping (DTW) [3, 4]. DTW allows
recognising of shapes as similar even with minor
fluctuations such as misalignment, differing speeds or
differing amplitude. DTW is computationally intensive;
however we make use of recently developed
optimizations [5] to make it efficient.

4.2. Correlations

DrMUST makes two assumptions in order to find
correlations among housekeeping telemetry parameters:
1. Parameters related to the anomaly behave
similarly in all same-anomaly periods.
2. Parameters related to the anomaly will behave
differently during anomaly and nominal periods.

DrMUST's solving approach consists of scanning every
parameter and suggesting to the users those parameters
with a similar behaviour during anomaly periods and
different behaviour during nominal periods.

Similar behaviours in anomaly periods are characterised
by features. We consider that a parameter behaves
similarly in all anomaly periods if at least one feature
shows similar values (a small deviation). Different
behaviours between anomaly and nominal periods are
characterized by different feature values (a large
deviation) for at least one of the features that showed
consistent behaviour during the anomaly periods.

The features currently implemented in DrMUST are:
average, standard deviation, maximum, minimum,
range, slope, maximum minus slope, minimum minus
slope, skewness, kurtosis. DrMUST is designed in a
modular way that easily allows for the addition of more
features when necessary. We found this approach more

useful than classical regression or finding similarity
with DTW since many different shapes can characterize
both anomalous and nominal behaviours. Requiring that
at least one feature is common in anomaly periods and
different in nominal periods is a more robust approach
that works in more cases when faced with real telemetry
data.

In order to find correlations, the user must define at
least 2 anomaly periods and 1 nominal period. Defining
more time periods of each kind will help in reducing the
number of coincidental correlations. The two or more
anomaly periods could already be known (e.g. due to a
recurrent anomaly) or they can be found by using the
pattern matching as described for finding similar shapes.
If the anomaly is truly new (we can confirm that no
similar behaviour happened in the past), the only
available option is to split the anomaly period in 2 time
periods in order to meet the 2 anomaly periods
requirement. This will increase the chances of getting
coincidental correlations but, at least, we will be able to
find some correlations.

5. IMPLEMENTATION
5.1. Similarity search

We will not go into the details of DTW but instead refer
to the research [5] for full details of the algorithm, and
describe how it is a useful measure of similarity for
parameter data. We found DTW to be more suitable
than using Euclidean distance as it allows for the
discovery of sequences that have an overall similar
shape but are not necessarily aligned in time. With
spacecraft data there tends to be small fluctuations
present and these can lead to a failed pattern match if it
is not taken into account. DTW allows shapes that are
similar but out of phase to be matched correctly. Lower
bounding was very important to speed-up the pattern
matching process (computing DTW distances is much
more computationally expensive than computing
Euclidean distances). Lower bounding is the use of an
approximation function that is less computationally
intensive than the full distance calculation that returns
an approximate result, guaranteed to be less than or
equal to the real value. We used the LB_Keogh function
as in [10] as it has been proven to guarantee no false
dismissals and returns results close to the real distance
function.

5.1.1. Pre-processing

There are a few steps that are required when working
with spacecraft parameter data in order for time series
search to work properly. A parameter can have a
varying sampling rate over time, meaning that a direct
comparison between one subsequence and another are
not possible unless they are first resampled at the same
rate. The resampling is done by linear interpolation to



convert to the required number of samples. DrMUST
uses the number of samples of the original query.
During testing it was found that gaps in the data could
cause incorrect matches. These are dealt with by
skipping over data if there are no values recorded over a
specified amount of time.

5.1.2. Range and scale cut-off

DTW finds shape matches that are independent of range
and scale. Often, an engineer is looking for a behavior
of a certain magnitude (e.g. spikes). Values and spikes
of the same shape that are outside of these values are
not useful. That is why we implemented the option of
excluding matches that are outside of a user specified
minimum or maximum range, minimum or maximum
scale, or any combination of these. The parameter data
tends not to be completely flat when there is little to no
change but has fluctuations of a small magnitude. These
fluctuations can often match the shape of a sequence
while being meaningless to the pattern search. Normally
a minimum range is required to eliminate these false
matches. Maximum range is sometimes required to
narrow down the true anomalies. By checking if the
subsequence range is acceptable first, and discarding the
ones that not meet the criteria, the number of required
DTW computations is reduced further thus speeding up
computation.

5.1.3. Best k matches

As DTW distance values are relative to the problem,
there is no immediate way of identifying whether the
match is valid or not (e.g. we cannot define an unique
threshold distance that is valid for all problems). There
may not be any similar shapes existing in the data or the
matches returned could be invalid in another way. We
offered the option of number of matches to be returned
as a user input and rank the matches by distance and
range, if range has been selected. Then the engineer can
decide how many of the returned results can be used for
further analysis.

So far we have found this approach to be adequate for
the time series used and very good matches were
returned. Since the matches could be due to seasonal
variation or intended manoeuvres, we cannot discount
matches from being nominal behaviour so they need to
be confirmed by an engineer.

5.2. Correlation

The user needs to specify at least 2 time periods where
the same anomaly occurred and at least 1 nominal
period. Best results, in terms of reduced coincidental
correlations, are obtained when the nominal periods are
selected to be close to the anomaly periods. Increasing
the number of time periods, both nominal and anomaly,

generally improves the relevance of the parameters
found in the correlation process.

The anomalous time periods can be specified either
manually (e.g. known recurrent anomaly or when
performing characterization) or using the results
obtained from the similarity search. The nominal time
periods are specified manually.

DrMUST then scans all telemetry parameters available
in MUST, around 7000 for Venus Express, for
correlations. DrMUST requires a similar behaviour
during anomalies that is different during nominal
periods.

Currently the correlating stage can take over an hour as
it is limited to the rate that data can be read over the
network. However, such tasks can take months if done
manually. The search can be done in the background
unattended with the results returned when processing is
complete. Also, locally stored data would not be subject
to such a restriction and is instead limited by the speed
of fetching the values from disk.

6. EVALUATION

DrMUST has been evaluated by Venus Express control
engineers with three cases.

6.1. Characterization of solar arrays when working
at their maximum power

The Venus Express Flight Control Team wanted to find
occasions when the solar arrays were operating at their
maximum power to estimate their efficiency. This does
not occur very often because they are either fully
illuminated and then produce excess power or they are
sharply put in the shadow and produce no power at all.
The goal was to find periods of a few minutes during
which they had such an inclination and power demand
that forced them to produce their maximum capacity
and find which other parameters are affected in this
scenario.

6.1.1. Finding similar shapes

The indication that the solar arrays are operating at their
maximum power is given by a control signal provided
by the power regulator, when its value lies between 7.5
and 10 V. An example time period showing the desired
mode transition (to around 9V) over a period of four
minutes was used to begin the search. DrMUST
searched for 4-minute patterns in a time span covering 3
years. It successfully found 2 other time periods with
similar behaviour to the given period. This process took
less than 2 minutes including retrieval time.

Fig. 2 shows the original values used to start the search,
Fig. 3 and 4 show the two valid matches that were



found. Matches that have the same overall shape can be
found and are not dismissed due to variations.

16 ——— NPWDI034 [V]

al

1s

L L L L
2007-338T02: 4745 BOOF-335T02: 4912 POOFE-338702:50:38 300F-333T02:52:04 8007

Figure 2. Shape search target

1B ——— NPWD1034 [v]

18+ q
4+ q

13+ q

L I L L
2009-033T08:09:36 POO-033T08: 11:02 200033708 12:28 A004-033T05:13:55 200

Figure 3. Shape first match

——— NPWD1034 [V]

L L L L
2007-106T06: 34:33 BOOZ-106T06: 37 26 200& 106T06: 40:19. 200F 106T06:43:12.000Z

Figure 4. Shape second match

6.1.2. Finding correlated parameters

These 3 periods were used as "anomaly periods" and 4
other normal periods were used as "nominal periods".
DrMUST correctly found the correlations expected by
the Flight Control Team.

Fig. 5-8 show examples of user generated graphs to
show the correlation. These examples are taken from the
parameters found by DrMUST and show the types of
features that can be considered in the search. Each graph
shows three different time periods within the target or
nominal ranges for the four minute periods.

Parameter NPWD1124 (Battery Discharge Current) was
found to have features values that are similar to each
other during the target time periods and different from
nominal time periods for the features: average,
maximum, range, standard deviation and maximum
minus slope (Fig 5, 6). The reason why this parameter
correlates is that whenever the solar arrays are operating
at their maximum power, the excess power demand has
to be provided by the batteries. So a small discharge
ensues.
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For parameter NPWD1294 (Battery Charge Current) the
features that did not match in target and nominal times
here were average, maximum and minimum minus
slope (Fig 7, 8). Again this parameter correlates because
after a discharge, the re-charge process is activated.
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6.2. Quadrature Characterisation

There is a phase in Venus Express call Quadrature when
the angle Earth-Venus-Sun is within 80 and 110
degrees. In this phase, the Flight Control Engineers
offset the Venus Express attitude during steady earth
pointing periods to avoid direct illumination on the
optics of a payload. This has knock-on effects on other
aspects of the spacecraft, such as thermal environment,
power management, wheel momentum management,
etc.

DrMUST was used to characterise the overall behaviour
of the spacecraft in terms of correlated parameters.
These correlations are needed to detect any potential
areas of concern. The results obtained by DrMUST
matched the expectation of the Flight Control Team in
terms of correlated parameters.

6.3. Anomaly investigation: reaction wheel 2 friction
peaks

The anomaly used as a test case was the Reaction Wheel
2 (RW?2) friction peaks on the Venus Express
spacecraft. RW2 sometimes shows unexpected peaks in
its friction. Here we were interested in determining
when these peaks occur and what other parameters have
correlated behaviours that could help identify causes or
consequences of these friction spikes.

We were given a set of examples where this friction
peak had occurred since January 2009. The peaks were
known to be more common in certain months of early
2009. Using these periods we were able to identify that
these peaks had occurred many times in the past, in
addition to the investigated cases from 20009.

With these time periods as an input, no parameters were
found that would cause the friction wheel spikes directly
or indirectly and a domain expert confirmed their belief
that the anomaly is likely to be internal to the wheel
itself. While the discovered parameters showed no
cause, some of the correlations that were found turned
out to be an affect of the anomaly and showed that the
friction problem impacts on pointing accuracy, an issue
also proven by Flight Dynamics. Finding such issues
before they cause further problems is advantageous and
can aid with decision making for new operations
strategies.

Fig. 9 shows two parameters that were found to
correlate with the reaction wheel spikes. The green line
shows the data for the reaction wheel, it can be seen that
when the other two parameters show a flat line, the
spikes are seen to occur. The values are normalised in
order to show the effects at a reasonable scale.

During the same investigation, a model was devised to
estimate the friction as a function of the commanded
torque and temperature to be able to predict future
trends. The model was able to follow the estimated
friction on board (obtained in telemetry) except for
some particular periods where it would deviate
considerably. By running DrMUST over those periods it
was possible to identify the source of the deviation. It
resulted from an additional torque on the wheel
introduced by the rotation of an electric motor that
moves the shutter of a payload.
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7. OPERATIONAL ASSESSMENT

DrMUST assists in data analysis tasks which are very
labour intensive. Before, it was required that the
engineer would guess or hypothesise the parameters that
could have a credible correlation to a specific behaviour
and would then perform the analysis to prove or discard
the correlation. DrMUST finds these correlations for the
engineer, even those that had not yet been considered. It
also helps eliminating hypotheses by showing a-priori
that there is no significant correlation. The Venus
Express engineers estimate that DrMUST can save up to
20% - 30% of the work required to perform anomaly
investigation or phase characterization.

The Venus Express Flight Control Team plans to use
DrMUST to perform anomaly investigations and
characterizations of the overall spacecraft behavior over
different phases. It is expected that DrMUST will be
used more and more as Venus Express gets older since
more anomalies are likely to occur. In addition,
DrMUST will be a valuable tool during the Venus
Express aero-breaking phase. It will assist engineers in
characterizing new behaviors, supporting decision
making in the adoption of new strategies and identifying
potential hazardous situations.

Venus Express plan to incorporate DrMUST in support
of the following activities: mission review boards,
decision making concerning new operations strategies,
anomaly handling, procedure modification, spacecraft

or subsystem configuration, payload usage, subsystem
deterioration ~ management,  behavioural  model
calibration.

8. FUTURE WORK

DrMUST is an on-going project with the following
major prototyping activities in the pipeline:

e Inclusion of asynchronous data: currently, all the
correlations are performed only on housekeeping
telemetry parameters that are available with
certain continuity. The next step is to include
also asynchronous data such as spacecraft events
and telecommands. This is particularly
interesting to detect anomalies due to certain
command or to learn, for instance, that a certain
anomaly is anticipated by an event.

e Correlations classification: correlations can be
classified as cause, effects, knock-on effects and
coincidental. However, DrMUST cannot tell
which one is what. We are working out a new
concept that will provide users with an initial
indication of what kind of correlation it might be.

e Finding the parameters involved in an anomaly
could be the first step for a more elaborate
analysis using Al techniques. For instance, the
parameters suggested by DrMUST could be the
starting point for a clustering based monitoring
system.
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